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SOFTWAREPUZZLERS

If a tree falls in the woodand no one is

around to hear it does it make a sound?
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If software is hacked amnab telemetry is
watching, does it lose its data?



THE AVERAGE APPLICATION

T 1 R 21% cusTOM CODE

CTTTTT1 26.7 SERIOUS VULNERABILITIES
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8.5% ACTUALLY INVOKED LIBRARY CODE ACROSS 27 LIBRARIES

J70.5% UNUSED LIBRARY CODE ACROSS 30 LIBRARIES

2.0 VULNERABILITIES {CVE)
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LIKELIHOOD YOUR APPLICATIONAPI GETS

ATTACKED

Likelihood of Custom Code Attacks by Vector

SQL Injection

Path Traversal

XSS

Command Injection
Expression Language Injection
Method Tampering

XML External Entity

Zip File Overwrite
Untrusted Deserialization
CVE-2017-5638

Regular Expression DoS
CVE-2013-2251

OGNL Injection
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EXPLOITS: IMMEDIATE COST & CLEANUP COST

N[ Software Compositio
become critical to the software

iIndustry following the breach of

Equifax in 2017 after failure to patch

Apache Struts . In

total this breach

with
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THE (OTHER) REALITY OF SOFTWARE TODAY

Vuinerable

@

Vulnerable components = exposed software = higher (inherited) risk



HOW FAST CAN YOU RESPOND?

March 7 Mid -May July 29 Sept 7
CVE2017-5638 Equifax Equifax Equifax discloses,
Disclosed, Apache breach learns of Four more Struts2
releases fixed version occurs breach CVEs disclosed

No Updates No Detection

March 8
Contrast observes
widespread attack probes



OUTDATED SECURITY: SLOW, MANUAL,

EXTERNAL

AiWe need to consult
Experts should be the exception.

AﬁWe scan our code
You commit more than nightly.

AR Our Web Appl i catic
t hat . o

WAFs cannot see what the application
does.




SECURITY AS CODE: FAST, AUTOMATED,
INTERNAL

ASecurity on the same team
ANo scans i instant feedback
Alnside applications, using context.




FUNDAMENTAL CHANGE ON THE PATH TO AN
APPLICATION

3-12 month release cycles

Developer QA &
P
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HOW DID DEVOPS SOLVE PERFORMANCE?

Start application with performance monitoring agent.

Use application as normal.

Tester does not need to know performance is watched.
Performance Agent notifies you of problems as they happen.

If an insecure application performs well,
you just get hacked faster.
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HOW CAN DEVOPS SOLVE SECURITY?

Start application with perermanee security monitoring agent.
Use application as normal.

Tester does not need to know perermanee security Is watched.
Security Agent notifies you of problems as they happen.

Most usage is safe, so just leave it
alone.




TOOLS THAT SUPPORT DEVELOPERS

Software Developer

Application = l Performance Engineer

You control the Information Age.
Welcome to your worlkd.

Security Engineer S



Traditional:

SCAN AND FIREWALL MODEL EMBEDDED
outside-in, resource-intensive

A Adds Time to Process

A Expertise & Triage Required
A Gated

A Snapshot in time

A Distinct Tools




EMBEDDED SECURITY WATCHES WHAT MATTERS

CONTROLLER BUSINESS
FUNCTIONS

PRESENTATION

USER LIBRARIES

Embedded Security APPLICATION SERVER
A More visibility
A LesHalse positives

RUNTIME LIBRARIES




OUTCOMES OF EMBEDDED SECURITY

Security
Architecture

Application Verified
Inventory Defenses

Runtime
Protection

AppSec
Analytics




)NTRAST Servers ibraries Vulnerabilities Attacks

Effective (%) = [ Advanced

193.127.58.157 WebGoat production-server SQL Injection

SQL Injection Event from 193.127.58.157

When: 10/11/2018 03:48 PM  URL: /WebGoat/attack

Overview Details Request  Discussion

We observed the following suspicious value enter the application through the HTTP Request Parameter "Username™:
POST /WebGoat/attack?Screen=1036971378&menu=1200 HTTF/1.0
Password=cgibc247&SUBMIT=%3E%3Cscript%3Ealertt281%29%3C%2FscripttiE&Username=%274+0or+112%3D112--

This value was again observed altering the meaning of the SQL query executed within org.hsgldb.jdbc.jdbcStatement.executeQuery{Unknown Source

SELECT * FROM user system data WHERE user name = or 112=112--" and password = 'ecgibc2d’

I
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