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SOFTWARE PUZZLERS: 

If a tree falls in the woods and no one is 
around to hear it, does it make a sound? 

If software is hacked and no telemetry is 
watching, does it lose its data? 



THE AVERAGE APPLICATION 
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LIKELIHOOD YOUR APPLICATION/API GETS 
ATTACKED  

AUGUST 2019 



ñ[Software Composition Analysis] has 
become critical to the software 
industry following the breach of 
Equifax in 2017 after failure to patch 
Apache Struts CVE-2017-9805. In 
total this breach lost over 143 million 

records with total cost 
expected to 
exceed $600 
million.ò 

EXPLOITS: IMMEDIATE COST & CLEANUP COST 

https://www.infoq.com/news/2019/03/sap-composition-analysis/ 

https://www.pbs.org/newshour/nation/affected-equifax-hack-heres-now 
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THE (OTHER) REALITY OF SOFTWARE TODAY 

Vulnerable  

Vulnerable  

Vulnerable components = exposed software = higher (inherited) risk  



HOW FAST CAN YOU RESPOND? 

March 7  
CVE-2017-5638 

Disclosed, Apache 

releases fixed version 

March 8  
Contrast observes 

widespread attack probes 

Mid -May  
Equifax 

breach 

occurs 

July 29  
Equifax 

learns of 

breach 

Sept 7 
Equifax discloses, 

Four more Struts2 

CVEs disclosed 

No Updates Disaster No Detection 



ÅñWe need to consult the other team.ò 
Experts should be the exception. 

ÅñWe scan our code nightlyò 
You commit more than nightly. 

ÅñOur Web Application Firewall will stop 
that.ò 

WAFs cannot see what the application 
does. 

 

OUTDATED SECURITY: SLOW, MANUAL, 
EXTERNAL 



ÅSecurity on the same team 

ÅNo scans ï instant feedback 

ÅInside applications, using context. 

SECURITY AS CODE: FAST, AUTOMATED, 
INTERNAL 



FUNDAMENTAL CHANGE ON THE PATH TO AN 
APPLICATION 

3-12 month release cycles  

Developer 
IDE 

Unit Testing  
QA & 

Staging  
Production  

Dev App  

MVP 

2-4 week release cycles  



HOW DID DEVOPS SOLVE PERFORMANCE? 

1. Start application with performance monitoring agent. 

2. Use application as normal. 

3. Tester does not need to know performance is watched. 

4. Performance Agent notifies you of problems as they happen. 

If an insecure application performs well, 

you just get hacked faster. 



HOW CAN DEVOPS SOLVE SECURITY?  

1. Start application with performance security monitoring agent. 

2. Use application as normal. 

3. Tester does not need to know performance security is watched. 

4. Security  Agent notifies you of problems as they happen. 

Most usage is safe, so just leave it 

alone. 



TOOLS THAT SUPPORT DEVELOPERS 

Application 

Software Developer 

Performance Engineer 

Security Engineer 



MODERN APPSEC PLATFORM 

Modern: 

EMBEDDED MODEL 

inside-out, sensor-driven 

 

ÅEmbedded, security from within 

ÅForce multiplier, no experts 
required 

ÅDirect observation, instant 
feedback 

ÅContinuous, always-on 

ÅScale with application 

 

Traditional: 

SCAN AND FIREWALL MODEL 

outside-in, resource-intensive 

 

ÅAdds Time to Process 

ÅExpertise & Triage Required 

ÅGated 

ÅSnapshot in time 

ÅDistinct Tools 

 

 

to 



EMBEDDED SECURITY WATCHES WHAT MATTERS 

Embedded Security 
ÅMore visibility 
ÅLess false positives 



OUTCOMES OF EMBEDDED SECURITY 

Security  
Architecture  

Application  
Inventory  

AppSec 
Plan 

AppSec 
Analytics  

Runtime  
Protection  

Verified  
Defenses 



FREE DEVOPS NATIVE SECURITY MONITORING 

Protect Against Attacks 
Powerful Runtime Application Self-
Protection (RASP) to prevent security 
bugs from being exploited in production 

Assess Custom Code 
Instant and accurate Interactive 
Application Security Testing (IAST) to find 
security bugs (i.e., vulnerabilities) in your 
custom code, including OWASP Top 10 

Secure Open Source Software 
Continuous inventory and software 
composition analysis (SCA) to ensure the 
security of open source software 
libraries and frameworks 

https://www.contrastsecurity.com/contrast-community-edition 

Contrast Community Edition 
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1. INSIDE THE APPLICATION. 

WATCH WHAT MATTERS. 

2. ENABLE THE TEAM. 

EXPERTS ARE THE EXCEPTION. 

3. INSTANT RESULTS. 

NO WAITING ON SCANS. 

4. SCALE WITH THE APP. 

SCALE UP, DOWN, OR OUT. 

 

Erik Costlow | @costlow 


