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• Introducing a new way to robustly secure sensitive enterprise data using APIs 

and AI (artificial intelligence) pattern recognition methods. 

• Currently the cost of a data breach can cost an enterprise several millions of 

dollars and in some cases could mean closure of business. 

• With new stringent regulations like GDPR in Europe and the California 

Consumer Privacy Act enterprises face new urgencies on securing data. 

• Given that around 75% of attacks come from insider threats enterprises 

require new models to ensure data security.



Outline of talk
• Data security urgency

 Data breaches - a worldwide epidemic.

 Look at the new data security and privacy regulations

• Examine problem / Current solutions

 Understand what causes data breaches, review attack vectors

 Current data security strategies

• Introducing the Touchfree API/AI data security model

• Review API security challenges and solutions

• Review AI technologies and applying these for data security

• Implementing Touchfree API/AI distributed cloud service

• Summary and Next steps



• Automate processes and workflows.

• Manage tasks, events, milestones, 
documents, issues, risks.

• Collaborate with key resource teams, 
vendors, partners, customers.

• Knowledge management templates.

• Risk Management Indicators

• Rapid digital enterprise 
transformation

Solution 1

Smart Enterprise Apps

dsapps.com – Rapid digital enterprise transformation



Claims and Disclosures

• Claims

1. Presentation is vendor neutral. 

2. Primarily presented from a consultant’s viewpoint

• Disclosures

1. New potentially useful ideas presented and feedback sought, 

ideas that may mature to become future startup products.






































































